CIS272 Fall 2021 Course Project

Background

You are a system administrator setting up a domain-server network for acmeZ.local. You need
to begin to setup and configure the servers that will support the network’s infrastructure.

VM Requirements
e Windows Server 2016 VM

¢ Windows 10VM

Notes:

e Download new fresh VMs from the One Drive link: https://stujjc-
my.sharepoint.com/personal/spieklo jjc edu/ layouts/15/onedrive.aspx?id=%2Fperson
al%2Fspieklo%5Fjjc%5Fedu%2FDocuments %2FCourse s%20Software%20and%20VMs%2
FCIS271&originalPath=aHROcHM6Ly9zdHVgamMtbXkuc2hhcmVwb2ludC5jb20vOmY6L2
cveGVyc29uYWwve3BpZWisb19gamNfZWR1LOVxOTdhazR6c3Z0QmhCbjVxRjRiMkhzQn
RkYVJhSTVTzBJSUZBcGc2cDdUdIE%5FcnRpbWU9OVFZdnQyaWEYVWc

e Do not use VMs from your skills assessments.
e Assign each VM to VMnet 5

Install and configure the following systems:
System 1:
Create and configure a Server 2016 system using the following parameters:
1. Configure the following IP address information: IP Address: 10.179.X.1 and Subnet

Mask 255.255.255.0, and Primary DNS 10.179.X.1. Look below for your name and

network address and do not use your student number.

PROPERTIES
For DC-9

Metwark Connection Details *

MNetwork Connection Details:

Property Value

Connection-specific DN....

Description Intel(R) 825741 Gigabit Metwork Connect
Physical Address 00-0C-25-3E-B1-0D

DHCP Enabled No

IPv4 Address 10.175.200.1

|Pv4 Subnet Mask 255.255.255.0

|Pvd Default Gateway

IPv4 DNS Server 10.175.200.1

IPvd WINS Server
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2. Name the server DC-Z where ‘Z’ is your student number in the table below.

i PROPERTIES

For DC-9
IC-;::’nputEr name DC-9 I
Domain acmel.local
Windows Defender Firewa Domain: On
Remote management Enabled
Remote Desktop Disabled
MNIC Teaming Disabled
EthernetD 10.179.200.1, IPv6 enabled

3. Install Active Directory. Create a Domain controller for the domain acmeZ.local where
‘2’ is your student number in the table below. DNS should be automatically installed as
you are creating your domain controller.

System Properties et

Computer Name  Hardware Advanced Remate

Windows uses the following information to identify your computer
== onthe networlk.

Computer description:
For example: 115 Production Server” ar
"Accounting Server”.

Full computer name: DC-9.acme9 local

Domain: acme3 local

To rename this computer or change its domain or

Ch
waorkgroup, click Change. -
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4. Create two OUs named IT and HR.
] Active Directory Users and Computers —

File Action View Help
e @ O|lBEd=z BHm P aETaYS

: Active Directory Users and Com|| pMame Type Description

;;I Domain Con... Organizational Unit Default container for do...
akcmE ..ltc.ica Z/HR Organizational Unit
oo B =i Organizaticnal Unit

» [ Computers

- . EVICES M5 -InfermatientUbjec...
» 2] Domain Controllers . e
» 1 ForeignSecurityPrincipals _I MNTDS Quotas  msDS-CQuotaContainer Quota specifications co..
=] HR .| LostAndFou... lostAndFound Default container for or...
s BT il Infrastructure  infrastructurelUpdate

5. Inthe IT OU, create a user éccount using your name.
1 Active Directory Users and Computers
File Action View Help
¢ @B B BHm P aETHES%

] Active Directory Users and Com -

- _I SEvE:g{:Iluer:es & Dan Monbrod  User
ESEEEE 12 IT-GRP Security Group - Global

» | builin
» [ Computers

» 2] Domain Controllers
» [ | ForeignSecurityPrincipal:

6. Inthe HR OU, create new user accounts for Jason Burton and Rose Garcia.

] Active Directory Users and Computers
File Action View Help
e 2@ 0 B HEPeETER

B

I 1 Active Directory Users and Com|| Name Tyne

= Auer
y 2aved Queries E;Jason Burton  User
' acmed.local
% || Builtin
» [] Computers

. Rose Garcia User
4 HR-GRP Security Group - Global

» 2] Domain Controllers

» || ForeignSecurityPrincipal:

Fill

Page 3|18



CI1S272 Spring 2021 Course Project

7.

M Mame

82 7-GRP Security Group - Global

In the IT OU, create global group called IT-GRP. Add you user account as a member to

s

Type Descripticn

IT-GRP Properties

[=1]

General Members

Members:

Member Of  Managed By

Mame
3_‘; Dan Monbrod

the group.
8.
members to the group.

Active Directory Domain Services Folder

acme3 local /1T

In the HR OU, create global group called HR-GRP. Add Jason Burton and Rose Garcia as

] Active Directory Users and Com
[ Saved Queries

W j‘_j acmed.local

Builtin

Computers

Domain Contrellers

FereignSecurityPrincipal:

HR

T

Managed Service Accour

Ee 2 E e e O

Uszers

£

Mame Description

Type
E; Jason Burton  User

HR-GRP Properties

General Members  Member Of  Managed By

Members:

Active Directory Domain Services Folder

MName

3_‘; Jason Burton
, Rose Garcia

acmed local/HR
acmed local/HR

9. Add the IT group to the Enterprise Admins and Domain Admins Groups.

] Active Directory Users and Com
[ Saved Cueries

W 35'5] acmel.local

| Builtin

Computers

Domain Controllers

ForeignSecurityPrincipal:

HR

T

Managed Service Accour

£

Descripticn

IT-GRP Properties

General Members Member Of  Managed By

Mame Active Directory Domain Services Folder

e

Lsers

Domain Adming
Enterprise Admins

acmed local/Users
acmed local/Users
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10. Delegate Rose Garcia the ability to reset passwords in the HR OU.

Genwdl  Marnaged By Obyect Secutty TOMe  Atrbase Edo

l Advanced Secunity Settings fer HR l

Group or user naTes Ovmer: Domamn Admins (ALMES\Doman Admins)  Crangs
B CREATOR CAVHER "
B sEs Permbsiont Audeng Elfective Accens
B Armocued Usen
SYSTEM Foraddecnal wioematon, double-chok o permimmon entry. To moddéy a permisuon entry, select the entry and chick Edat {# semlable).
mm;::aw]- v Permissian emiies
A R ‘ Type Principal Access Inhented foom Applies 10
Special Neos Minb
Parnasons or Aase Gaoie Ao Dery Niow  Rose Garcis (Rose@ocmedlo..  Recet prsowoed Nooe Descendant User obcts
Croate of chid obyeces (] I & Alow  fowe Garcie (Rose@ecmedlo. Norw Descandant User obpects
Delete af chid chyeces 0 ] L Now  Account Operators (ACMER..  Creste/deiete metOrg..  None This object coly
Geomabe nesuland set of pobey fogong) | (] M Mlow  Account Operstors (ACMEY\..  Creste/deiste Comput,.  None This cbject only
Geneae rendtat set of pokey plaveng) 0 | B Mow  Acceunt Operaturs (ACMET..  Creste/delete Greup 6.,  None This ebject enly
Specud perrasons v B Alow  Pont Operators (ACMES\Prin..  Creste/defete Printes 0.,  None This obiject only
.rw mm = .’.m R B Niow  Acceunt Operstors (ACMEP..  Creste/delete User cbj..  Neoe This cbiject enly
Atvances B dow  Domain Admins (ACMEN\Do.,  Fub cantrol None This obrject only
L B Alow BNTERPRISE DOMAN CONT..  Speced Nene This ckject cnly
Add Farmire - FRestore defauks
o Cancel e o |

11. Install DHCP server role and configure an IPv4 scope with the following:
a. Address scope of 10.179.X.100 — 10.179.X.200 with subnet mask of

255.255.255.0
B DHCP
File Action View Help

e nE 6= HiE

¥ DHCP
v i de-9.acmed.local
v B IPvd
~ [ | Scope [10.179.200,
L Address Pool
[ Address Lease
(| Reservations
[, Scope Optiong
2] Policies
(.5 Server Options
(2] Policies
> [# Filters

> & IPvE

5

Hi

[

Scope [10.179.200.0] 272-DM-CP Scope Properties ? *
General DNS  Advanced
Scope
Scope name:
Start IP address: I 10 . 179 . 200 . 100
End IP address: I 10 . 175 . 200 . 200
Subriet mazk: I 255.255.285. 0 Length: 24
Lease duration for DHCP clients
& Limited to:
Days: Hours: Minutes:
E- L K-
 Unlimited
Description: |1u.1?9.2m.n LAN
OK || camcel || iy
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b. Change the lease duration to 30 days.

'f 14CF Scope [10.179.200.0] 272-DM-CP Scope Properties 7 X
File Action View Help Generd DNS  Ad y
e amd= HBH
@ oree d N =
v § dec-Sacmellocal :
v i Scoperame: | ENIITERE

v 21 Sope[10.179.200)

(3 Address Pool | Sted 1P address: | 10 . 179 . 200 . 100
& Address Lesse
& R ations End IP acdress 10 . 175. 200 . 200
., Scope Options] b
o Policies
3 Server Opticns Lease duration for DHCP clents
4 Polcies & Lmtedto
> I Fitess ﬁ Houm  Mentos
1P
B P ¥4 | o_,-':ﬂ [ 03_
™ Unimited

Descrption ]wmmoum

c. Configure router’s default gateway address as 10.179.X.254
S DHCP

File Action View Help

o= 7T 6= HE &

? DHCP Option Name Vendor Value
v § de-9acmedlocal ] 003 Router Standard 10.179.200.254
h i [P |_E, 006 DMS Servers Standard 10.179.200.1

w || Scope[10.179.200.
(i} Address Pool
[ Address Lease!
Reservations
|, Scope Options
& Policies
(.3 Server Options
& Policies
» |#| Filters

5 3 IPv6

|E_|E\015 DMNS Dormain Mame Standard acmed.local

d. Set a server option to give the correct DNS address and Domain Names to clients

| it propeties ? x

Gowd C'E  Flen Fakivw Adverced

Tou it setp the DHCF server 10 2800atally LOdate Stortatee DG
serveny weh the host (3) and ponter (P THI reconts of DHCP cherms

¥ Gratie DNS dnere pdates sccordeg 10 e setings belgw
@ Dyvuescaly iodes DNS roconts sy § requested by the DHCP
chirts
7 Awen dramicaly wodate DM rcody
¥ Dwoord A and PTH mcoms whan lagss & deiesss

T Ovrarscaly updme DN moomis for DHCT cherms thet do nix moueet
ipdaten For mvpepie. cherts neeng Windows NT 40

7 Dusbie dyrarc codates ky DNS PTR meods

Nave Protesson
DHCP ranme prodecton @ daabied of Mo server level

Cadgr |

o R
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e. Create an address reservation which reserves the address 10.179.X.15 for the

Windows 10 client system you created
5 DHCP

File Action View Help
e« | 2RI XE = HE £

‘?3; DHCP Reservations

[&] [10.179.200.100] PC-9.3cmel.lo...

W _ﬂ de-9.acmef.local
v G IPvd
(.3 Server Options
w [ ] Scope[10.179.200.0] 272-DM-CP Scope
(i} Address Pool
[ Address Leases
w | Reservations
[w| [10.179.200.100] PC-9.acrmed.local
wl M0.179.200.151 DM-CP-272

12. Install a DNS Forward Zone with the name omni-Z.local (Z is your student number) and

allow nonsecure and secure dynamic updates.
kHle Action  View Help

10.179.200.15] DM-CP-272

' $| # | XE Q= omni-9.local Properties ? >
£ DNs WINS Zone Transfers Securty
w = DC-9 General Start of Authority (SO&) Mame Servers
v | | Forward Lookup Zones
[2] _msdcs.acmel.doca Status: Runining Pause
[2] acmel.local
1 omni-9local Type: Active Directory-Integrated Change...
v Replication: All DMNS servers in thiz domain Change...
(2] 200.179.10.in-addr.arp
7] Trust Points
| Conditional Forwarders Data iz stored in Active Directony.
I Dynamic updates: MNonsecure and secure 2 I

A, Allowing nonsecuns dynamic updates Is a signmficant secunty
~ vulnerabilty because updates can be accepted from untrusted
SOUMCES.

13. Create a DNS reverse lookup zone for 10.179.X.0/24.

New Zone Wizard X

Completing the New Zone Wizard

You have successilly completed the New 2ome Wizard, You
: spechied the followng settrgs:
-

Name: 200,179, 10, m-ador, ape

i

Tpe: Actve Drectory-Integratec Primary

Lockup type: Reverse

Note: You shoukd now acd reconds 2o the 2008 of engure
that records are updated dynamically, You can then verdfy
A resch A0 Leng NS0saD.

To dose s wizard and oeste the new zone, cick Piresh

<tod [Fh 7] [ cance
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14. -a3,b,c,d. In the Forward Lookup Zone, create a static DNS Record.

] [ENS MName Type Data Timestamp
v o DC9 E—I(sameasparentfolder] Start of Authority (SOA) [1], dc-%.acmed.local., hos.. static
v [ Forward Lookup Zones [=](same as parent folder] NameSem;r (M5) dec-9.acmed.local. static
2 ;Z”;i:l'zz:eg"“a' |web5er\rer—9 Host (A) 10.179.200.60
: omni-S.lacal [—Iwww Alias (CNAME) webserver-%.omni-9.local
w || Reverse Lookup Zones

=1 200.179.10.in-addr.arpa
| Trust Points
| Conditional Forwarders

o o T o

Should be A record

Name should be webserver-Z (Z will be your student number)
IP address should be 10.179.X.60

Create a cname (alias) of www

B Administrator Ch\Windows\system32\cmd.exe

omni-9.local

slookup wuw.omni-9.

ids .

omni-9.local
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15. Create a GPO named Password Enforce-Z (Z will be your student number) with the
following:

Password Enforce-9
Scope Detalls Settings  Delegation

Password Enforce-9 |
Data collected on: 12/16/2021 8:57:58 AM

General

Location
| HR Yes Enabled |

This list only includes links in the domain of the GPO.

Computer Configuration (Enabled)

Security Settings
Account Policies/Password Policy

Policy Setting

Enforce password history 20 passwords remembered
Maximum password age 60 days

Minimum password age 2 days

Minimum password length 10 characters

Password must meet complexity requirements Enabled

Account Policies/Account Lockout Policy

Policy Setting

Account lockout duration 45 minutes

Account lockout threshold 3invalid logon attempts
Reset accourt lockout courter after 20 minutes

L nie o

Enforce password history for 20 passwords remembered.
Maximum password age — 60 days

Minimum password age — 2 days

Minimum password length — 10 characters

Enable password complexity

Lock Account after 3 attempts

Account lockout duration for 45 minutes

Link and enforce the GPO for HR OU

S@ 0 a0 oo
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16. Add two 5GB hard disks (in VM settings) to the VM and configure the disks with the

tua achine >ettings

Hardware  Options

Device Summary
E=IMemory 2GB
{"fiProcessors 2
[=\Hard Disk 2 (5CSI) 5GB
{AHard Disk (5CSI) 5GB
=4 Hard Disk (MVMe) &0 GB
(%) CD/DVD (SATA) Auto detect
% Metwork Adapter Custom (VMnets)
USE Controller Present
t]i Sound Card Auto detect
@ Printer Present
[_Ipisplay Auto detect
following:
. STORAGE POOLS
2 2 W

4 Windows Starage (1)

VIRTUAL DISKS

PHYSICAL DISXS

a. Create a new storage pool named Pool-Z (Z will be your student number) across
the two disks with the following:

. STORAGE POOLS

4 Windows Storage (1)

b. From the new storage pool, create a mirrored virtual disk using the full size and
name it as Pool-VHD-Z. Z will be your student number

VINTUAL DISKS
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c. Using the new VHD, create a simple volume using NTFS and thin provisioning.

.smunnoots

+

4 Windows Starage (1)

VIRTUAL DISKS PHYSICAL Disxs

Whware. ViMwere e

d. Assign the drive letter S and name it as Share-Z. Z will be your student number.

; a | ¥ 5 | Manage Share-9 (S:)
g Home Share View Drive Tools
£ &« v P s Share-9(S) »

Name -

v 3 Quick access
[l Desktop

I & Downloads

£ Documents

=P

HR Info

.~

S O R S

[&=] Pictures

HR Info
> [ ThisPC

Ve Share-9 (S:)
i HR Info

o

> ¥ Network
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17. In the S:\ drive, create a shared folder named HR Info that is hidden from general

viewing. Hint: think of money and it is not the hidden using check mark option in

J Vet
B Comrizyp

i ¥+ Uowrioach

Docirmmnts

(MWhen Semsry,

You cam chmme whett Ses el pogers £ ey e sralede 13 Lsen

) W s ee .
> Portom »
e
Doy e Mo ol vmparn i Uners soecds e arvalatie Wi
B thi i
2 g
- There 9 0%) W 10 o rvgmms e e s bk pe st e
LA
P emern B N ex 0 rrrees T ey e b e e LAt on wd ok
VIR Vb A

(2] Outrm 9 st oo

Properties. s Y bt

HR will have Modify NTFS permissions and IT will have Full control NTFS

permissions in the hidden folder. Inheritance should be removed and no other
users or groups should have access.

Advarcail Secaty Settngs ba bR nde

Fowrw » A into
e Adrnutztton (ACMED Admestinon) §
Fermig i v Avoerg Mecine Accens

For addtinnal imtnimaon Seubide chad 8 permasean emtn To modd, & permusce ety wbect the entr, end (b F8n (7 scslahie

Permnncion etre

Tipe  Prncipsi Acces

rheted topor Lpples

B Al LAdmwrestimtoe (LUVES A bl cntio! Viore 1hes fedser Sutrodders anet filey
B Aliss  (TORP AOMERIT.GRP Ful el ‘hire Thva fotden sutdotius st files
M Ao WE-GRY (ACMLYOR-GRP (R Nire Thea folder LUt/ orders wnvd fiies
z Allsw  Admstiste Ful cuntinl Yw Thuos fohder sutsiuidens ans file

Add Pov T

Enakie whartanie
] Repisce #f Chi styect peomy

U0 €NIIET woth PV atibe g LOn erfnes Bom Ml otpect

Cance

Frory
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b. IT has Full Control share permissions and HR has Read share permissions.

.....

LT Conet

18. In the HR Info folder, create a txt file called SSN-Z (Z will be your student number) and

type your name in the file.

E] = | _
h Home Share View

1 » Share-9(5:) » HRInfo

E L 1 + '1-’
ction ”~
{ Mame Date modified
¥ | 3 Quick access B
— |_'] S5M-9 12/17/2021 2:21 PM
i Desktop L4

| S5N-9 - Notepad
File Edit Format View Help
Dan Monbrodl

System 2:
Create and configure a Windows 10 system with the following:

Page 13|18



CI1S272 Spring 2021 Course Project

1. Obtain a DHCP IPv4 address from DC-Z. Submit a screenshot of ipconfig /all to show
DHCP is active and received the reserved leased IP address.

EX Administrator: Windows PowerShell

acme
Hybr

No

No
acmed.local

connected

cal Addre

Enabled. . - -

onfiguration Enabled
min ato

Page 14|18



CI1S272 Spring 2021 Course Project

2. Give the system the name PC-Z where ‘Z’ is your student number in the table below.

EN Administrator: Windows PowerShell

dministrat

.local

DHCP =2 o5 o0 5 o =
Autoconfiguration Enabled
Link-local IPve A

!

lue
) ! 8-CD-
DHCP Enabled. S o oo oo -
Autoconfiguration Enabled
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3. Join the system to your domain.

EX Administrator: Windows PowerShell

DHCP Enabled.
Autoconfiguration Enabl

Link-local IP

4. Sign into the domain as Rose Garcia.

EN Windows PowerShell

Windi Po Shell
Copyright (C) Microsoft Corporation. All right

the new cross-platform PowerShell http:

tname

a. Attempt to change password that is less than 10 characters. Submit the
screenshot demonstrating changing the password attempt failed.
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b. Access the hidden HR folder. Attempt to modify the SSN-Z file. Demonstrate
that Rose does not have permission to modify the file.

B C\Windows'\system32icmd.exe

5. Return to System1 and move PC-Z to the HR OU.
] Active Directory Users and Computers
File Action View Help
¢ | HE BB HE T aETER

: Active Directory Users and Com|| MName Type N Description

- Saved Queries E;.Iasu:un Burton  User
v 34 acmel.local

Builti E)Fh:lse Garcia User
- BHrEn K2 HR-GRP Security Group - Global

Computers R PC-o c .
Domain Controllers = - omputer

LE]

ForeignSecurityPrincipal:
HR

T

Managed Service Sccour

LEERN F]

Users

Submission Info

You can submit a Word/PowerPoint file with all of the screenshots for each task. Make sure
that you label each screenshot for the system and task number in the Word or PowerPoint
file. Do not assume that | will know what it is for.

The scoring rubric will assist in which screenshots are required and point value for each task.
Project is due by December 17th.

Student Number/Network Address Info

Student Student Network Address
Number
1 Blake Brazzale 10.179.192.0/24
2 Dan Earl 10.179.193.0/24
3 Niklas Evans 10.179.194.0/24
4 Robert Flores 10.179.195.0/24
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5 Jason Goffinet 10.179.196.0/24
6 Charles Kalafut 10.179.197.0/24
7 Mekhi King 10.179.198.0/24
8 Conor Michno 10.179.199.0/24
9 Daniel Monbrod 10.179.200.0/24
10 Jacob Nowland 10.179.201.0/24
11 Emmanuel Nyiahmbell 10.179.202.0/24
12 Michael Podwika 10.179.203.0/24
13 Muhammed Rehman 10.179.204.0/24
14 Matthew Rivera 10.179.205.0/24
15 Paul Shaper 10.179.206.0/24
16 Kyle Sumpay 10.179.207.0/24
17 Johnny Tirado 10.179.208.0/24
18 Ryan Walsh 10.179.209.0/24
19 Oscar Zaragoza 10.179.210.0/24
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